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Please find attached our report on the City of Sultan's accountability for public resources and compliance
with state laws and regulations and its own policies and procedures.
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Audit Summary

City of Sultan
Snohomish County
November 10, 2005

ABOUT THE AUDIT

This report contains the results of our independent accountability audit of the City of Sultan.

We performed audit procedures to determine whether the City complied with state laws and
regulations and its own policies and procedures. We also examined City management's
accountability for public resources. Our work focused on specific areas that have potential for
abuse and misuse of public resources.

Areas examined during the audit were selected using financial transactions from January 1, 2004,
through December 31, 2004.

RESULTS

in some areas, the City complied with state laws and regulations and its own policies and
procedures in the areas we examined. However, we identified three conditions, significant
enough to report as findings:

) The City’s internal controls are insufficient to prevent or detect misappropriation of public
assets.

) Internal controls over the utility billings and cash receipting system creates the potential
for foss or misappropriation of public funds.

. Procedures over key data systems were inadequate creating the potential for City

resources to be misappropriated, lost or misused without being detected in a timely
manner, if at all.

We also have noted one condition that we communicated directly to City's management.

RELATED REPORTS

Our opinion on the City's financial statements and compliance with federal program requirements
is provided in a separate report, which includes the City's financial statements. That report
contains two findings regarding noncompliance with federal requirements and monitoring of
financial operations.

CLOSING REMARKS

We thank City officials and personnel! for their assistance and cooperation during the audit.
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Description of the City

City of Sultan
Snohomish County
November 10, 2005

ABOUT THE CITY

The City of Sultan was established in 1905 and serves a population of about 4,225. The City
encompasses approximately 2.5 square miles in Snohomish County and is administered by a
council-mayor form of government. The City has seven elected Council Members and an elected
Mayor. The City’s 34 employees provide administrative, planning, water, sewer, police, solid
waste collection and public works services with an annual budget of more than $9.1 million. The
City contracts for library services with the Sno-Isle Regional Library District.

AUDIT HISTORY

Annual audits were required in 2003 and 2004 to meet federal single audit requirements. We
have reported seven audit findings in the last six years.

ELECTED OFFICIALS

These officials served during the audit period:

Mayor and City Council Mayor Ben Tolson
Kristina Blair (replaced Jeff Everett)
Dusty Boucher
Derek Boyd
Bruce Champeaux
Rob Criswell
Jeff Everett
Jim Flower
John Seehuus

APPOINTED OFFICIALS

Planner/Administrator Rick Cisar
Clerk-Treasurer Laura Koenig
Chief of Police Fred Walser
City Attorney Thom Graffstra
ADDRESS
City 319 Main St. Suite 200
P.O. Box 1199

Sultan, WA 98284
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Audit Areas Examined

City of Sultan
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In keeping with general auditing practices, we do not examine every portion of the City of Sultan's
financial activities during each audit. The areas examined were those representing the highest risk of
noncompliance, misappropriation or misuse. Other areas are audited on a rotating basis over the course
of several years. The following areas of the City were examined during this audit period:

ACCOUNTABILITY FOR PUBLIC RESOURCES

We evaluated the City's accountability in the following areas:

¢ Cash receipting and revenues ¢ Financial statement preparation and

e Payroll journal entries

e Utilities ¢ General controls review over computer
¢ Purchase of goods and services security

We audited the following areas for compliance with certain applicable state and local laws and

regulations:
¢ Deposit and investment of public funds ¢ Budgeting requirements
¢ Required financial schedules ¢ FEthics/conflict of interest laws
¢ Risk management ¢ Open Public Meetings Act
¢ Insurance and bonding ¢ Certification and approval of
» One fund benefiting at the expense of expenditures

another ¢ Allowable expenditures

FEDERAL PROGRAMS

We evaluated internal controls and tested compliance with federal program requirements, as
applicable, for the City's major federal program, which is listed in the Federal Summary section of
the financial statement and single audit report.

FINANCIAL AREAS

Our opinion on the City’s financial statements is provided in a separate report. That report
includes the City's financial statements and other required financial information. We examined
the financial activity and balances of the City inciuding:

¢ Cash and investments ¢ Long-term debt
+ Revenues o Overall presentation of the financial
o Expenditures statements

Washington State Auditor's Office
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Schedule of Audit Findings

City of Sultan
Snohomish County
November 10, 2005

The City of Sultan’s internal controls over payment activities are
insufficient to prevent or detect misappropriation of public assets.

Background

The City of Sultan processes payments using a voucher process and warrant payment method.
The City's total recorded expenditures were $7,395,031 in 2004.

Description of Condition

During our audit of the City’'s payment system, we noted:

Allocation of expenditures

Internal controls were not sufficient to ensure that expenditures were charged to the
proper fund. Decentralized departments did not always assign account coding, nor were
invoices always approved by the department responsible for the expenditure.

When vendor payments are made, departments receive a listing of claims vouchers
along with account coding. These transactions are vouchers payable, rather than a
record of actual payments to vendors. These payments are not immediately posted to
the master account; thus, changes to transactions can be made without detection.
Further, departments do not receive documentation showing how vendor payments are
posted to the master account. We identified two payments for sludge removal totaling
$7,768 that were incorrectly charged to the garbage fund, rather than the sewer fund.
The account coding was corrected to the sewer fund prior to posting to the master
account; however, we found no documentation to support when the change was made or
who authorized it.

The City did not document how it allocated administrative salary costs to its funds. As we
noted in our two prior audits, the City has no formal system on how salaries are allocated
to funds and does not have documentation sufficient to support the charges. For
example, we found the Public Works Department had performed a time study for the
allocation of its costs; however the Finance Department had not done so.

Lack of monitoring

Departments do not receive expenditure reports with sufficient detail to monitor budgets.
Departments are provided budget versus actual expenditure reports that show the lump
sum allocated and spent. In addition, they receive a preliminary vendor report showing
vendor payments to be charged against their budget before payments are posted to the
accounting system. They also receive a spreadsheet showing wages charged to funds
that does not include the salary detail for each individual.

Washington State Auditor's Office
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Lack of reporting

. The City Council is not provided with complete monthly reports to allow adequate
monitoring of appropriations. City officials stated the purpose of and information in reports
are not always clear or understandable. This increases the risk that budgets could be
overspent without detection.

Cause of Condition

The City lacks sufficient policies and procedures to ensure payments are allocated to the correct
funds, adequately monitored and accurately reported. Further, reports provided to officials are not
clear and do not provide sufficient detail to allow effective monitoring of the City's financial
condition or activities.

Effect of Condition

These internal control weaknesses create the potential for public resources to be
misappropriated, lost or misused without detection. Unless expenditures are properly monitored,
accounted for and recorded, the City cannot ensure public resources are used for legitimate
public purposes, or charges to funds are appropriate.

The City also cannot adequately safeguard its assets without sufficient accounting procedures

and controls. Further, City officials cannot be certain the City is operating consistent with their
intent.

Recommendation
We recommend the City:

. Establish and follow policies and procedures to ensure all costs are charged to the
correct fund.

. Assign responsibilities for account coding to individuals in the department with knowledge
of the actual purpose of the expenditures.

. Regularly perform time studies to support the allocation of salaries charged to the utility
fund.
. Establish and follow a policy outlining department budget authorities who are authorized

to approve invoices for payment. This would help ensure that expenditures are paid from
funds designated for the intended purpose.

. Ensure departments receive timely and sufficient information to allow effective monitoring
of costs actually charged to their budgets.

. Ensure departments reconcile amounts paid with the accounting reports they receive to
ensure the proper recording and reporting of expenditures.

. Provide the Council with complete, accurate and understandable financial reports.
City’'s Response
In accordance with the policy adopted by the Council in April 2004, all invoices and statements for

accounts payable are to be received by the Finance Department. Copies are provided to the
appropriate department for review and authorization to make payment. The department provides

Washington State Auditor’s Office
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the coding or sufficient information to determine coding to the Finance Department. A report is
provided to departments for review that lists actual payment made to vendors and the accounts
that were charged. Transactions are posted monthly and if necessary corrections to the coding
can be made. As the warrant has already been issued, changes cannot be made to the payee.
The payment that was incorrectly charged to the garbage fund was corrected and properly
charged to the sewer fund prior to year end. In the future, staff will date stamp documents when
corrections are made.

A formal time study to determine allocation of salaries and shared costs has not been performed.
The public works department has determined their allocation of costs to each fund based on time
card information.

Auditor’s Remarks

We reaffirm our position. We observed department reports are based on preliminary, not final
transaction information. We will follow up on these control weaknesses in our next audit.

Applicable Laws and Regulations
The Revised Code of Washington 43.09.200 states in part:

The state auditor shall formulate and prescribe, and instafl a system of
accounting and reporting for all local governments, which shall be uniform for
every public institution, and every public office, and every public account of the
same class.

The accounts shall show the receipt, use, and disposition of all public property,
and the income, if any, derived therefrom; all sources of public income, and the
amounts due and received from each source; all receipts, vouchers, and other
documents kept, or required to be kept, necessary to isolate and prove the
validity of every transaction.

Washington State Auditor’s Office
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Schedule of Audit Findings

City of Sultan
Snohomish County
November 10, 2005

The City’s lack of internal controls over its utility billings and cash
receipting system creates the potential for a loss or misappropriation of
public funds.

Description of Condition

The City received $1,578,619 in revenue for water, sewer, and garbage services in 2004. The
City uses a software program for billing and recording customer utility payments. During our
audit, we noted:

) Utility clerks determine the how customers are billed and have access to all functions of
the system in influencing how a billing is generated without review prior to issuance.

) No oversight of incompatible duties. Utility clerks are responsible for billing, receipting,
posting and making adjustments to customer accounts. Management did not routinely
review sytem-generated adjustment reports to verify that only authorized adjustments
were posted. Management oversight is necessary to ensure that all funds are collected
and deposited for benefit of the public.

. In response to a 2003 audit suggestion, utility clerks open mail and prepare a list of cash
received. The cash item listing is not independently compared to actual deposits to
ensure all cash received was deposited.

o No independent monitoring of the check and cash composition of bank deposits to
ensure that they agree with the mode of payment for all transactions.

J The cash receipting system is not fully reconciled regularly. The triple entry system
consists of a manual log, cash register records, and utility system records.

. Official, pre-numbered receipts are not used to record revenue received in person. The
City uses blank utility billing “stubs" to record the amount paid. When customers make
cash payments, two separate utility stubs are stamped "paid", one for the customer and

the other for City records. This creates the opportunity to record a different amount on
City records.

Cause of Condition
The City failed to establish adequate internal controls over its billings and cash receipting system.
Effect of Condition

These weaknesses increase the risk that a loss or misappropriation could occur and go
undetected.
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